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DATA PROTEGTION POLICY

INTRODUCTION

The Data Protection Act 2018 (DPA) is a UK Act of parliament that brings the European
General Data Protection Regulations (GDPR) into British Law and updates the Data
Protection Act 1998. The DPA requires a clear direction on policy for security of information

held within the practice and prowdes mdwiduals with a rlght cf access to a copy of mformatron B -

held about them

The practice needs to collect personal information about people with whom it deals in order to
- carry out its business and provide its services. Such peopie include patients, employees _
(present, past and prospective), suppliers and other business contacts. The information we =
hold will include personal, sensitive and corporate information. In addition, we may '

" occasionally be required to collect and use certain types of such personal information to
“comply with the requirements of the law. No matter how it is collected, recorded and used -

- (e.g. on a computer or on paper) this personal information must be dealt w:th properly to o
‘ensure compliance with the Data Protection Act 2018.

“The lawful and proper treatment of personal information by the practlce is extremely rmportant - '_ 0
- to the success of our business and in order to maintain the confidence of our service users B

and employees We ensure that the practlce treats personal mformatron lawfully and
- correctly : _ _ .

: ThlS polrcy prowdes direction on securlty agarnst unauthonsed access, unlawful processrng, o
and loss or destructlon of personal information. . - . : S

':Our Access to lVIedrcal Records, (mc Data Protectron) policy covers Subject Access Requests
_under the Data Protection Act. SRy : _

1.0 Data Protection Prsnmples

' We support fully and comply W|th the SIX pr|n0|ples of the Act whlch are summarrsed below
1. Personal data shall be processed fairly and lawfully

B '; '2_ Personal data shall be obtained / processed for specmc Iawful purposes and will only
~ be used for the purpose for which it was collected L .

3 'Personai data held must be adequate relevant and not excesswe ;' '

4 Personal data must be accurate and kept up to date, and every reasonable step wrtl be o

. taken to ensure any personal data that is lnaccurate is erased or. rectrfled w:thout
delay. : A _ . .

5 Personal data shall not be kept for longer than necessary.

6 Personal data shall be processed ln a manner that ensures appropnate securlty of the
personal data. L _

20 Employee Responsibilities

Ali employees will, through appropriate training and responsible management:
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comply at all times with the above Data Protection Act principles

observe all forms of guidance, codes of practlce and procedures about the collectron -

‘and use of personal information -

understand fully the purposes for which the practice uses personal information

~collect and process appropriate information, and only in accordance with the purposes T
_for which it is to be used by the practice to meet its service needs or legal requirements .

‘ensure the information is correctly input |nto the practrce s systems -

“ensure the information is destroyed (|n accordance wsth the prowsrons of the Act) when _.

it is no longer required

on receipt of a request from an rndr\ndual for mformatlon held about them by or on

E __behalf of lmmedlately notify the Usual GP.

not send any personal rnformatlon outside of the Unlted Ktngdom wrthout the authorlty -

- of the Ca!dlcott Guardran / IG Lead "

understand that breaches of thrs Pollcy may result in drsmpllnary actlon mcludlng

dlsmlssal

- Practice Responsnbtlltles

- The pract|ce will:

Ensure that there is aiways one person W|th overall responsmlllty for data protectlon
. Currently this person is Matt Owen GP Partner, should you have any questions about

- data protection. Lucy Harris, Managing Partner will take on these responssblhtles if -

' the flrst named |nd|v1dual is absent wrth tllness or on annual teave
g 'Malntarn rts reglstratron wrth the Informatron Commlssmners Offlce

_'Ensure that all subject access requests are deait with as per our Access to Medlcai S
;Records pollcy - '

_'Prowde tralnmg for all staff members who handle personal informatron

N Provide clear lines of report and super\nslon for cornphance wrth data protectton and
alsof have a system for breach reportmg - o .

. Carry out regular checks to monitor and assess new processmg of personal data and

to ensure the practice’s notification to the Information Commissioner is updated to take

. _account of any changes in processrng of personat data

‘Develop and maintain DPA procedures to include: roles and responsrblhtles
~notification, subject access, training and compllance testlng

Display the Practice Privacy Notice at both practices and on the Practlce website

Display the certificate of registration with the Information Commissioners office.
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Take steps to ensure that individual patient information is not deiiberately or
accidentally released or (by default) made available or accessible to a third party
without the patient's consent, unless otherwise legally compliant. This will include
fraining on confidentiality issues, DPA principles, worklng securlty procedures, and the
application of best practice in the workplace.

Undertake prudence in the use of, and testing of, arrangements for the backup and
recovery of data in the event of an adverse event.

Maintain a system of “Significant Event Reporting” through a no- blame culture to

capture and address incidents which threaten compliance.

Include DPA issues as part of the practlce general procedures for the management of

: ﬂSk

Ensure confidentiality clauses are included i in atl contracts of employment

~Ensure that aII aspects of confrdentlallty and mformatlon securlty are promoted to atl
- -staff, : . : _

Remarn commltted to the securlty of patlent and staff records

e Ensure that any personal staff data requested by the ICB or NHS, i.e. age, sexual

" orientation and retlg:on etc is not released W|thout the wntten consent of the staff
_'member B . -

| Signed: -

Matt Owen o S .'_';.Lucy Harris -

- GP Partner & Caldicott Guardian

. ._ [_)ate: 7,”@/‘§/7/3 _. Date | a%/é/ag .
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